Computer SpamStopsHere Anti-Spam Service
Announces Sharp Rise in IRS Tax Refund
Phishing Attacks

SpamStopsHere, March 07, 2006

URL: http://www.pr9.net/compl/internet/3566march.html

SpamsStopsHere, Inc., the industry leading provider of e-mail security and spam filtering solutions, announced today that IRS tax
refund phishing e-mail attacks are rising sharply.
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Ann Arbor, MI, March 7, 2006 — SpamStopsHere, Inc., the industry leading provider of e-mail security and spam filtering solutions,
announced today that IRS tax refund phishing e-mail attacks are rising sharply.

As the April 15th, 2006 income tax filing deadline fast approaches, cyber criminals have launched a barrage of phishing attacks
purporting to be refund notices from the Internal Revenue Service. The e-mail attacks claim that the recipient is entitled to a tax refund
and prompts the recipient to click a link in the e-mail that directs them to a fraudulent IRS website. They are then prompted to enter
personal information such as social security and credit card numbers. Victims of these phishing attacks are often subject to fraudulent
credit card charges and identity theft.

A common tax refund phishing e-mail may look similar to this:

To: john@xyz.com
From: refund@irs.gov
Subject: Refund Notice!

You filed your tax return and you're expecting a refund. You have just one question and you want the answer now, where's my
refund? Access this secure web site to find out if the IRS received your return and whether your refund was processed and sent to
you.

http://www.irs.gov/taxrefund.link/jhtmI?url=h%74t%70%2F%/refund/id=948696

New program enhancements allow you to begin a refund trace online if you have not received your check within 28 days from the
original IRS mailing date.

"The IRS never sends unsolicited e-mails asking for personal identifying or financial information," said IRS spokesperson Jesse
Weller. "It will, however, reply to specific inquiries.” The IRS has issued a consumer alert regarding tax refund phishing scams, and
warns consumers not to open attachments in suspicious e-mails that could possibly contain malicious information-gathering code.
"We can predict future phishing scams with a high degree of accuracy,” said Ted Green, CEO of SpamStopsHere. "Natural disasters
and current events such as tax season are good catalysts and indicators of future phishing scams. Opportunistic cyber criminals are
always on the lookout for the next subject of their next phishing attack campaign. Hurricane Katrina is a great example; we witnessed
an incredible influx of hurricane relief phishing attacks only a day or two after it made landfall.”

www.SpamStopsHere.com recommends the following guidelines when confronted with a suspected phishing attack:

1. Assume any e-mail that asks you to log into your bank, credit union, PayPal, eBay or other personal account is a phishing scam.
2. Never click on links within a suspected phishing e-mail.

3. If alink is clicked, never enter banking information, social security numbers or other sensitive information.

4. Never enter your computer user name or password into an e-mail that requests it, even if it claims to be from your IT manager or
other co-worker. It is easy for a spammer to forge the sender's name.

5. If you are unsure as to the legitimacy of a particular e-mail, open an Internet browser and manually type in the URL of the institution
in question, e.g. "www.irs.gov". Do not use the URL in the e-mail as a reference, as it may be a forgery.
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About SpamStopsHere

About Greenview Data:

Greenview Data, Inc. has been providing its critically acclaimed SpamStopsHere network security solutions to clients across the globe
since 2002. Greenview Data also created and developed the powerful VEDIT™ text editor, which has been licensed to over 150,000
users since 1980. EBCDIC to ASCII conversion makes up the third division of Greenview Data, providing conversion solutions


http://www.pr9.net/comp/internet/3566march.html

through turn-key contracting and consulting. Through the growth of its SpamStopsHere hosted service, and exciting R&D projects,
Greenview Data, Inc. is looking to the future and another successful 25 years. Greenview Data is headquartered in Ann Arbor,
Michigan.
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